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Outline

Motivation

Cancelable biometrics

Registration-based method

Registration-free method
— Meta feature based

— Patch based

Conclusions
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Privacy Issues

*Biometrics is secure but not secret

*It is the strongest form of personally
identifying information

*You are giving away a part of yourself.

*Cross matching can be used to track
individuals without consent (Allows
institutions to share data. Allows attack
at the weakest point)

*|f a biometric is lost or stolen, itis
compromised forever

It cannot be revoked or replaced (while
you can change your phone number or
credit card number)

Is there a backwards compatible solution for privacy preserving authentication?

3 © 2005 IBM Corporation
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Public concerns with biometrics

WH\ = Master Card: The UID Faces
Opposition
e »%%\ (

L No parliamentary
approval yet, therefore
no legal backing

)

= Setting aside policy questions, the key
concerns expressed in the article

— Template data leakage/compromise

UID expected to help move
from subsidy to a direct
cash transfers mechanism,
without enough debate

UID enabled data could
be leaked to private
businesses who could use
it against the citizens

— Cross matching

‘ The biometric verification
technology used for
identification is not
considered foolproof

Little debate so far and
being rolled out without
oasibttTSTOOIES

e A unified database with information on health,
income and education will allow agencies to

carry out surveillance of citizens. This allows
profiling and amounts to invasion of privacy

Being Nicorrectly promoted as
benefjfial to the poor. The actual
bewiits to NREGA and PDS are limited

From Master Card: The UID Faces Opposition

I © 2005 IBM Corporation
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IBM 4758/4764 PCI Cryptographic Coprocessor

= Performs high-speed cryptography
= Provides secure key storage

= Tamper-resistant, sensing and

- responding:
detecting physical attacks (probe, voltage,
temperature, radiation)

Programmable

Secure configuration and field updates

US and Canadian government certified:
FIPS 140-1 overall level 4

Support for Windows, AlX, OS/390, OS/400 (Solaris, Linux)

5 ! © 2005 IBM Corporation




IBM Research

Smart cards and biometrics

\4

Off-card biometric match process

= User inserts smart
card or moves into
the vicinity of a
contact-less smart
card reader

= User enters PIN to
unlock card

= PIN required to
protect users
biometric

v

Users biometric
template uploaded
from card to
computer system

Users private data
Is removed from
his immediate
procession

\4

Submit biometric ]
information through
biometric scan

Biometric
processed to
produce template

Computer
compares user
template to the
scanned template

Verification either
positive or negative

Both templates on
an inherently less
secure host

© 2005 IBM Corporation
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Smart cards and biometrics

On-card biometric match process

= A secure applet on the java card uses the Java BioAPI to compare and verify
the biometric templates.

Advantages

= Enhanced privacy,
since users private
biometric template
never leaves card

= Enhanced ease-of-
use, removes PIN

v

\4
v
\ 4

= User inserts smart = Submit biometric = Scanned biometric  * Smart card requirement.
card or moves into information through template download compares card = Enhanced security,
the vicinity of a biometric scan from computer template to the smart cards
contact-less smart = Biometric system to card scanned template inherently more
card reader processed to = Verification either secure than PC

produce template positive or negative Hosts
= Scalable — no
database

requirement

7 ! © 2005 IBM Corporation



http://images.google.ch/imgres?imgurl=www.hkuca.hku.hk/smartcard-whitebkgd.gif&imgrefurl=http://www.hkuca.hku.hk/&h=146&w=166&prev=/images%3Fq%3Dsmartcard%26start%3D20%26svnum%3D10%26hl%3Dde%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
http://images.google.ch/imgres?imgurl=www.ast-afis.com/im/Optiq.gif&imgrefurl=http://www.ast-afis.com/fr/fr-ID4.htm&h=150&w=200&prev=/images%3Fq%3Dfingerprint%2Bscanner%26start%3D40%26svnum%3D10%26hl%3Dde%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
http://images.google.com/imgres?imgurl=www.dol.gov/dol/oasam/public/grants/enpref/computer.jpg&imgrefurl=http://www.dol.gov/dol/oasam/public/grants/enpref/guiderm.htm&h=155&w=145&prev=/images%3Fq%3Dcomputer%26start%3D20%26svnum%3D10%26hl%3Dde%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
http://images.google.ch/imgres?imgurl=www.hkuca.hku.hk/smartcard-whitebkgd.gif&imgrefurl=http://www.hkuca.hku.hk/&h=146&w=166&prev=/images%3Fq%3Dsmartcard%26start%3D20%26svnum%3D10%26hl%3Dde%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN

| IBM Research

Cancelable Biometrics

= Intentional repeatable distortion

= Generates a similar signal each
time for the same user

= Compromised scenario:

= a new distortion creates a new
biometrics

= Comparison scenario:

= different distortions for different
accounts

= Backwards compatibility
= Representation is not changed.

= IS T
A |
AT

WYy Ny, A e BB LI $e%0 ) ¥
A A LY YN AN 1 IR v g e

© New Yorker Magazine (Charles Addams)

© 2010 IBM Corporation
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Cancelablility requirements of the transform

1. The intrinsic strength (individuality) of the biometric should not be reduced
after transformation. (Constraint on FAR)

D&,x, >t=DE(x),T(x,) >t

2. The transformation should be tolerant to intra-user variation
(Constrainton FRR) -
D&,.Xx, <t=D&(x),T(x,) <t

3. The original should not match with the transform,

D& T(x) >t

4. Different transforms of the same user should not match with each

D&, (X),T,(x) >t

other

9 I © 2010 IBM Corporation
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Cha

T2l i

4807 i
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Transformation
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Registration

Intra-user
variation
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Feature Domain Transformation

P €O ...)
Feature Extraction
1({2 (3|45 25121415
. 78910 |:> 8,16/ 18 (1,191 23 | 11
11112113 . 15 2 13
16|17 |18 |19 | 20 12 4 3 | 2
N (2|23 (4|25 25|10 | 17 Bl

P

Polar Transformation

L

Cartesian Transformation

11 I

v

Surface Folding Transformation
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Motivation for new constructions

= Existing construction
= Current construction requires accurate registration

Proofs are empirical-as hard as the fingerprint individuality problem

= Improved construction
= Can we avoid registration?

= Can we avoid reduction in accuracy?
= Can we have a provably secure construction?

12

© 2010 IBM Corporation




Exploratory Computer Vision Group

Invariant features

13

= Independent triangle features

— The sides
= Dependent triangle feature
— Height at largest side - Y TN
= Fingerprint features &
— Minutiae angles with respect to triangle A
dg
Sy
> INDEX
- / _/

© 2010 IBM Corporation
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Triangles can be enumerated

= Quantize

[
/\ S. S S) = Constrain side lengths
® ® = (1 2 23
1 0
2 1
2
3
. 4
Impossible and
(3% p) possible triangles
2
v 2 (3 xp)

(s'y s, S'3)

S1, So, S3 quantized using p bits

14 © 2010 IBM Corporation
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Enrolment

/T\ |Al A A ls s, s . Index #
I
- 001

[ y— 010 | oo | 1010 1100 1011 010 0 0 0 0 0
1 1 1 1 > 1
—L 547B97DE172E6DBIOF2B...
2 0 0 0 0
C427AE2AB58855FOF 350...
2 0 0 » 1
’ e
> 3= 0| = 0
FOEEDF5D3AS94F2027F ...

d A LA | A S, S, S, H —1p 1 1 1 0

I 001 010 000 1000 1010 1110 010
Minutia Triangle Triangle Binarization ~ Mutation Encryption
Triplets Indexing Hashing u

2K 1
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Verification

Index #
0 0 0 0 > 0
A lA S S, S, H
1 1 1 1 > 1
010 000 1010 1100 1011 010
2 0 0 0 0
1 1 - : o 547B97DE172E6DB99F2B...
C427AE2AB58855F0F 350...
| = 0 = 0 0 g
_’ 906591E9352543748BAF...
1 0
A, Az S, S, S; H —" 0 0
010 000 1000 1010 1110 010 1
2k 1

547B97DE172E6DB99F2B...

C427AE2AB58855F0F 350...

906591E9352543748BAF...

FEEEDF5D3A594F2927F ...

.- _Enrolled Token + JTemplate__ __
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Patch based features

' . ”WW\MMM‘——M
| c—
ﬁ\
300 —

-1 L L .
0 50 TUU 150 200 250 300 >
1

0 50 100 150 200 250 300

e IR Y
"
1 L L L L L
0 50 100 150 200 250 300 , -
1 ‘ Print |S|inature \

[+0.233..+0.093]
[+0.298.. -0.629]
[-0.561..+0.238]
[+0.321..-0.563]
[-0.476..+0.672]
[+0.786..-0.054]
[-0.189..+0.034]

0 50 100 150 200 250 300

NI
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Verification

0 50 1000 150 200 250 300 T 1[IJ[J 2[IJ[J

W))

I YA TR 4

0 50 1000 150 200 250 300 "o 100 200
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Patch sighatures: Gabor expansion

1(x,y) =) 28,G,(x,Y)
f(a1'a2 """ an): Z|:I(X! y)_zanGn(X’ y):|

(x,y)
Aa, = Z(Gn (% ¥)-1 (%, ¥) =G, (%, ¥). > aG (X, y)]
(x,y) k
L

ol -"'.7':
P (o el
| N L ey
(a)

== ==
— I ) [ ——
—————

(b)
19 I

(b)

Voo (X, ¥) =27"G(X', y')
x'=2"kcoso+ysino 1 p
y'=2"Fxsin6+ycosd 1q
(pq) €[0,2",22"....N]

© 2010 IBM Corporation
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Verification

= How do we get the optimal pairs?

= The patches are paired by solving a ‘bipartite-graph matching’ (Hungarian
assignment) problem.

= How do we measure the degree of correspondence?

0 if d(x, t(=0.35
Simple count . score(x,y) = Td(xy)>Y i )
1 otherwise
—log(d(x, y))if d(x, t(=0.5
Logweighting  :score(x,y) = ogldlx y)ITd(xy) < (. )
0 otherwise

Inverse weighting :score(x, y) = {d(xy) if d(x,y) <t(=0.9)

0 otherwise

= Combining scores [

2. s(x, y)j

xeM

M|x|N]|
M — probe, N — gallery, €] <|N|

match score(M,N) =

20 ! © 2010 IBM Corporation
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Cancelable methods

«Can we avoid storing the original patch signatures?

; Preferred: Ortho normal
*Ways to transform/hide the feature vector

*Encryption - representation too unstable for encryption A projections
*Polynomial transformation
*Random projection- fits well with NDP distance [y

 is
\
(0]
©

Polynomial transformation /

XI

Random Projections
21 ! © 2010 IBM Corporation
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Patch transformation

d(x,y)=0.0914

I\

=Each patch can be used to produce multiple transforms

22 l © 2010 IBM Corporation
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Transformed patch matching

X B'x
d(x,B'y)=1.0328
d(x,y)=0.0914 d(x,y)=0.0914
d(B"x,y)=1.0352
— y
— —
_— B y

=Original match among themselves
=Transforms match among themselves
=Transform does not match with original

23 l © 2010 IBM Corporation
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Patch transform cancelability

d(x,y)=0.0914

0.9697 — y

0.9256

4<d(x, y) =0.0914

0.8433

0.8474

a/d(x, y) =0.0914

=Score more than 0.5 is a mismatch

=Different Transforms don’t match with each other

24 I © 2010 IBM Corporation
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Increasing security: Two factor transformation

= The current construction is invertible
If we have the projecting matrix B, and the transformT(x) = B" x

x = BT (X) = BB' X, can be recovered

= Can we increase security?

= Two factor transformation
= The projection matrix B is constructed using two orthonormal matrices U,V

B=UV'

UU'=u'U=wW'=V'V =1l

BB =@V YU UV QT =1

U,V are obtained by performingSVD on a random matrix R =USV '

S is not recordedanywhere in the system.
U, V do not leak information about each other

= U and V can be separately stored separately (e.g. split between user and application?)
=  Symmetric key, public key comparison

25 ! © 2010 IBM Corporation




| Exploratory Computer Vision Group

Steps in building a cancelable iris system

= Segmentation

= Feature extraction

= Cancelable techniques

26 I © 2010 IBM Corporation
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Method 1: GRAY COMBO

27

= template based row shift and combination
— Step 1: for each row shift circularly:

BPOAOAR RO

— Step 2: combine two rows together to get a new one:
* Intensity +, -
« One row can be used more than once
- Easy methods: odd+even, fold like a mirror

Combine rows 1, 3 to the new 1st row
Combine rows 2, 8 to the new 2" row
Combine rows 4, 6 to the new 3" row
Combine rows 5, 7 to the new 4t row

© 2010 IBM Corporation
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Method 2: BIN COMBO

28

code based row shift and combination
— Step 1: for each row shift circularly:

BPOAOAR RO

— Step 2: combine two rows together to get a new one:

+ Binary XOR, or NXOR
* One row can be used more than once
- Easy methods: odd+even, fold like a mirror

Combine rows 1, 3 to the new 15t row
Combine rows 2, 8 to the new 2" row
Combine rows 4, 6 to the new 3™ row
Combine rows 5, 7 to the new 4% row

© 2010 IBM Corporation
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Method 3: GRAY SALT

= template based salty noise

— Just plus a unique pattern --- random noise, random pattern or random
synthetic iris texture

— Generate new code according to the new texture

29 l © 2010 IBM Corporation
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Method 4: BIN SALT

= code based salty noise

— Just plus a unique binary pattern --- random noise , random pattern or
random synthetic iris code

N\

30 | © 2010 IBM Corporation
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Conclusions

= There is no substitute to biometrics for positive identification in integrated
security applications

= Biometrics offer a convenient and efficient method to solve many of the
toughest real-life person identification problems

= When properly used, biometrics enhance and protect individual privacy

= Design of each stage of biometrics based identification system is challenging
and entails novel engineering approaches to be more secure

= There are a number of technical, political and societal barriers to overcome
before a widespread acceptance of biometrics in our society

31 I © 2010 IBM Corporation
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] Exploratory Computer Vision Group

Backup
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Empirical Evaluation

GOOD
1 T T T T ROC ROC
1 —
0.3 4 Convenience T 095 | 1
0.8 . 09l
- 0.7 i 085+
Z 06 > =
"5 . . . 2 13
2 High security Low security =
L] L -
§ 05 S 075F
= .
5 L — log weight i =
2 04 | | S o1l
© 03k | simple count | o
i 065 |
02k | inv corr weight | i \ Gabor Patches
i 0B  Cartesian .
01+~ .
Annoyance D55 1
U 1 1 1 1 A 1 1 1 1 1
0 0.1 02 03 04 05 06 07 0.8 049 1 04 7 ' — ""_3 E— "'_2 ' e
False accept rate BAD 10 10 10 m
False accept rate
Patch-based verification Geometry-based verification

=The performance was evaluated over 188 pairs of fingerprints from the IBM optical database
=Results are over 188 genuine and 17578 impostor comparisons
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Empirical Results (1)
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35

1

09r

0.8

07

0.6

0.5F

0.4+

0.3F

0.2+

01k

0

ROC

Original features

Cancelable features

log weight ‘

simple count |

inv carr weight ‘

0

1 1 1
0.1 02 03 04 05 06 07
False accept rate

08 08

Patch based verification

= Performance is less than geometry based
matchers (62% GAR at 0.01% FAR)

Cancelabilility

= Complete separation (100% GAR,0% FAR)

achieved by having separate transforms for
separate individuals
Diversity of key space

= Complete separation (100% GAR,0% FAR)
achieved for separate (188) transforms of the
same individual.

Non invertiblity

= Complete separation (100% GAR,0% FAR)
achieved for non-invertible construction as well

» Perfect performance because uses entropy from key also

» If everyone uses the same key performance will not change
because distances are preserved

© 2010 IBM Corporation
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Why does this work?

GAR=0.6,FAR=0.1

—t— genuine
—+— impostor | |

=E==

Low Entropy iy Falls quickly Falls slowly |
P ee— 0.5F /
ZEEE
— o3l
High Entropy 0.2
0.1
% 2 4 6 8 10 12 12 1 18

*High entropy patches have high association with the individual
*Given GAR and FAR for individual matches (using ground truth), what is the
probability that more than k minutiae will match? (N=50)

< N n N-n
Pk)=1-3 | jp (1-p)

n=0
N — total number of minutiae
p - probability that a single patch will match

© 2010 IBM Corporation
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Selecting optimal parameters

ROC

BAD

1 1 1 1 1 L 1 1 1
0 n1 02 03 04 05 06 OF 08 09 1
False accept rate

Selecting patch size

Using ED as the distance measure

Genuine accept rate

1

09

0.8

0.7F

06F

0.5

04

0.3

0.2}

01r

0

ROC

[—tHw |

[—= |]

B |‘

| 1 1 | 1 | 1 1 |
0.1 02 03 04 05 06 07 08 089 1
False accept rate

Selecting patch similarity measure

= (X1’ X, "'X272)

d€y =[x-y[
” ” = (Y Y2 Yara)

ED:
L1: d&€y =[x}

HD: d & ¥ _=[sgn(X)-sgn(y),

X
y

Patch size
=32x32

NDP:d €,y =1-
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