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U Unprotected storage of biometrics:
1. Identity fraud
2. Privacy violation

O Target: Protecting the biometric data stored in
database without additional keys.

O Combine fingerprint recognition system with
template protection scheme.
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Biometric template protection

O Requirements in ISO/IEC 24745 — Information technology — Security
techniques — Biometric information protection

= Renewability: revocability or cancelable.
» Unlinkability: against cross-matching between databases.
= [rreversibility: privacy.

O Current techniques

» Fuzzy Commitment
» Fuzzy Vault
= Cancelable Bbiometrics

= QOur solution: Helper Data Scheme (equivalent to Fuzzy Commitment,
presented later)
= Requires:
= High-performance biometric
» Fixed-length feature set.
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U Desired properties and current techniques

Methods

Desired
properties

Minutiae

Spectral minutiae

Fixed-length

Translation
rotation invariance

Recognition Performance

Speed
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Spectral Minutiae Representation: procedure

i ions T (X . . .
o 0 Continuous functions (X, Y, 0) 2D continuous Fourier Transform (magnitude)
Minutiae m(x, Y ) = Translation and rotation variant = Translation invariant
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' i Binarization
(Log-)Polar sampling Feature reduction
* Fixed-length feature vector * Reduced feature length = Fixed-length binary feature vector
= Rotation becomes translation = Enable fast comparison = Can be used as input of HDS
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Minutiae: m(X,Y,0)

X,y: location, &: orientation
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minutia: x, y, o Continuous functions T (X, Y, 8) 2D continuous Fourier (Log-) Polar sampling
Transform (magnitude)
= Translation and rotation variant » Translation invariant = Fixed-length feature vector

= Rotation becomes translation
= Comparison based on correlation
=Trying various rotations.
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Answer: the left two are from the same finger; the right two are from another finger.
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= Can be used as input of HDS

= Enable fast comparison
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Continuous functions f (X, Y, )
= Translation and rotation variant

0)

(Log-)Polar sampling
» Fixed-length feature vector
= Rotation becomes translation

Spectral Minut

Minutiae M(X, Y,
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Database: FVC2000-DB2
(100x8 fingerprints)

09F

085}
Comparison: correlation-based matching.

SML 0.088 0.743

038

075

zenuine acceptance rate

0.7

065k SMO 0.083 0.710

3.' .Sr.‘ﬂ.(?. : SMC 0.050 0.882

10 107 107 10 10

False acceptance rate
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Feature Reduction: Line DFT (LDFT)
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Column PCA

Spectral
Minutiae

(CPCA)

Line DFT

— feature reduction |[— feature reduction —

(LDFT)

a

feature length feature length feature length
d=32,768 d = 8,000 d = 1,600

The feature becomes 20 times smaller!
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Performance: CPCA and LDFT

0085 i

FWC2002-DEZ database
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088 (a 1}| SML (no feature reducnon)
(a.2) SML (after CPCA and LDFT)
; (b 1) SMO (no feature reduction)
086 B S Sutt S ETC R (b.2) SMO (after CPCA and LDFT)
i (.1 SMC (no feature reduction)
0841 .. — SRS S TS =i(c.1) SMC (after CPCA and LDFT)
: ~(d 1) Fusion: ShL & SMC(no featurs reduction)
A —I—(d 13 Fusion: SML & SMC(after CPCA and LOFT) |
082 I M B A | T 1T T 17 T1 711 1T 1T T 1 I01 T ———— |
10 107 107 107 10°
False accept rate
* ROC figure from publication in CVPR 2010.
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Binarization
Fixed-length binary feature vector

*,» Can be used as input of HDS
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2D continuous Fourier Transform (magnitude)

Feature reduction
= Reduced feature length
= Enable fast comparison
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Continuous functions f (X, Y, )
= Translation and rotation variant

0)

(Log-)Polar sampling
» Fixed-length feature vector
= Rotation becomes translation

Spectral Minut

Minutiae M(X, Y,
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Binarization Overview

Spectral Column PCA Line DFT Ph B
Mlionutiae —{ feature reduction |—| feature reduction — as;fe t'.ts
(CPCA) (LDFT) Quantization
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Spectral Bits
Quantization
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<= Binarization: Spectral Bits

SMC spectra (after CPCA)

mask

5_ |(codeA ® codeB) N maskA N maskB|
- |[maskA N maskB|
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= Binarization: Phase Bits

O After LDFT features become complex.

A

do1

SMC spectra (after LDFT)

_ |(codeA ® codeB) N maskA N maskB|
- |maskA N maskB]| mask
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= Performance: Spectral Bits and Phase Bits

FViC2002-DEZ databas
']_ ..... ....... : ........ 1.5 ...... ......

\\ 0gsl ______
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094 o FRATIN

Zenuine accept rate

Rep] e | ...... ...... ......

o pdeE i ——1 Real features
o9l Tl il ===2 Spectral Bits
SR A 3. Phase Bits :
-1 iii| ——4 Fusion of (2) and (3) }:

ts: o i > ; 0
10 10 10 10 10
False accept rate

* ROC figure from publication in ICPR 2010.
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Minutiae: m(x, Y, 0, CI)
X,y: location, @: orientation, g: quality
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Further enhancements

= |ncorporating singular points W\

= Minutiae subsets / @r@m\
. _ v

= Multi sample fusion 7

=

2
minutiae set bottom-right

enrollment —

reference
template

SMC J R 1o Q verification FHD _}(Accept/>

l——

Reject
' 1 ' T 1
Feature-level Score-level Decision-level
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Enhancement results on real-valued features

.................................

FUCEDDD DB? databaae (on SMC featurea)

Methods EER GAR @ FAR=103

SMC(baseline) 0.050 0.882

0 &g .....

o 086

zenuine acceptance rate
L]
o

D84- .....

_ Rt DTN IR S35 VORISR Quality 0.040 0.906
: —’l SMC (baselme}n §
11 —&— 2. Enhancement by Quality SP 0.038 0.913
‘| =+ —3.Enhancement by SP §
. | —+—4. Enhancement by SP + Quality [ SP+Quality 0.031 0.939
082k il i == =5 Minutiae Subsets 5
Donoii +6 Minutiae Subsets+@uallw ? Subsets 0.033 0.932

[:]8 | |||||||i i TR )

107 107

107 107 10 Subsets+Quality 0.028 0.952

False acceptance rate
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* Results of real-valued features.
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Enhancement results on binary features

FHCQDDD DEZ database l[on SMWC Enhancement by Quaht\_,-f]l

—+ =2 Enhancement by SP
o 3 Minutiae Subsets

----- ;---+ﬁ_SDectraIBitS(baseline) o

..... Lo = =4 Multi-sample enrolment feature-level fusion

+5 Multi-sample enrolmentdemsmn lewel fusion |

10

107 107
False acceptance rate
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(1) Multi-sample fusion: recognition performances
improved about 4 times in terms of equal error rates.

(2) Decision and score-level fusion received a
better result since they are more robust to outliers.

(3) Feature-level fusion has the storage and speed
advantages.

Spectral Bits (baseline) 0.044 0.893
SP 0.029 0.937

Subsets 0.028 0.950
Feature-level fusion 0.011 0.978
Decision-level fusion 0.008 0.985
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Minutiae Spectral minutiae
Methods ;
Desired
properties
Fixed-length + 4

Recognition performance

’_"/ Speed

+
+

\ Translation
rotation invariance

@00 @

= Completely rotation invariant representations.

= Error correcting code design (for helper data scheme).
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Questions

Thank you!
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